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DETAILED ACTION 

1 . Claims 1 , 3-8, and 1 0-1 5 are pending in this office action. 

2. Applicant's arguments, filed September 28, 2005, have been fully considered but 
they are not persuasive. 

Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claim Rejections - 35 USC § 102 

4. Claims 1. 3-8. and 10-15 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Massarani (U.S. Patent No. 6,336,117). 

The applied reference has a common assignee with the instant application. 
Based upon the earlier effective U.S. filing date of the reference, it constitutes prior art 
under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 102(e) might be overcome 
either by a showing under 37 CFR 1.132 that any invention disclosed but not claimed in 
the reference was derived from the inventor of this application and is thus not the 
invention "by another," or by an appropriate showing under 37 CFR 1 .131 . 
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Regarding claims 1, 8, and 15 , Massarani teaches a method/system/computer 
program product in a computer readable medium for use in a data processing system 
for filtering incoming data from an external computer network, the 
method/system/computer program product comprising: 

• A firewall that is coupled to said external computer network (fig. 1 , ref. num 
126/127/135/136); 

• A server computer system coupled to an internal computer network (fig. 1 , ref. 
num 124); 

• A plurality of clients that are coupled to said server computer system, said 
plurality of clients being unable to access said external computer network directly 
(fig. 1, ref. num 102/104); 

• Receiving, at said firewall, a document from said external computer network (fig. 
3, ref. num 308 and col. 6, lines 14-16); 

• Determining, by said firewall, whether said document is from a known blocked 
site (fig. 3, ref. num 312 and col. 6, lines 20-22); 

• In response to determining that said document is from a known blocked site, 
blocking, by said firewall, said document without scanning said document (fig. 3, 
ref. num 312 and col. 6, lines 20-22); 

• Determining, by said firewall, whether said document is from a know safe site 
(fig. 3, ref. num 310 and col. 6, lines 17-19); 

• In response to determining that said document is from a known safe site, 
forwarding, by said firewall, said document without scanning said document, all 
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of said plurality of clients being permitted to access said forwarded document 
(fig. 3, ref. num 312 and col. 6, lines 20-22); 

• In response to determining that said document is not from a known blocked site 
or a know safe site, scanning, by said firewall, text fields included in said 
document for pre-selected keywords (fig. 3, ref. num 316 and col. 6, lines 27-29); 

• Blocking, by said firewall, the document if any of said text fields include content 
that contains pre-selected keywords (fig. 3, ref. num 316 and col. 6, lines 27-29); 

• Said server computer system being prohibited from receiving said document in 
response to said document being blocked (fig. 3, ref. num 316 and col. 6, lines 
27-29); and 

• Indicating that a site that sent said document is a known blocked site by adding, 
by said firewall, the address of said site to a filtering table (col. 6, lines 27-29 and 
col. 7, lines 25-30). 

Regarding claims 3 and 10 , Massarani teaches wherein the document is allowed 
to pass per standard service rules if the content does not contain pre-selected keywords 
(col. 6, lines 30-32). 

Regarding claims 4 and 1 1 . Massarani teaches further comprising storing an 
indication in said filtering table of each known safe site that can be passed per standard 
service rules without having to be scanned for pre-selected keywords (col. 6, lines 30- 
32). 
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Regarding claims 5 and 12 . Massarani teaches wherein the step of indicating 
that a site that sent said document is a known blocked site by adding, by said firewall, 
the address of a site to a filtering table further comprises adding the address of the site 
to a "known-block" table when said site has sent a document that includes said pre- 
selected keywords so that the site will be blocked in the future without having its 
contents scanned for pre-selected keywords (col. 6, lines 27-29 and col. 7, lines 25-30). 

Regarding claims 6 and 13 , Massarani teaches wherein the instructions for 
addition of a site to the filtering table are implemented in a strong text parsing language 
(col. 5, lines 32-39). 

Regarding claims 7 and 14 , Massarani teaches wherein the instance of the filter 
is periodically refreshed to enact the updated filtering tables (col. 6, lines 33-40). 

Response to Arguments 

5. Applicant argues: 

a. Massarani does not teach adding, by said firewall, the address of said site 
to a filtering table (page 9, last paragraph through page 12, first paragraph). 

b. There is no firewall in the Massarani reference (page 10, second 
paragraph). 

c. The dependent claims are allowable based on their dependency on the 
independent claims (page 12, second paragraph). 
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Regarding argument (a), examiner disagrees with applicant. Examiner agrees 
that Massarani does teach adding allowed sites to the list (see applicant's arguments, 
page 1 1 , first full paragraph). Massarani does not explicitly say that blocked sites are 
added to the list (Massarani explicitly says blocked sites are blocked, but doesn't 
mention if they are added to the list), however, column 8, lines 4-6, say that various 
changes can be made therein without departing from the spirit and scope of the 
invention. Adding blocked sites for the same reason as adding allowed sites would be 
an obvious change that wouldn't depart from the spirit and scope of the invention. The 
idea is that a site that is a good site should remain good; the same applies for bad sites. 
For example, PBS.com is cached locally and determined to be a good site. PBS.com 
does not need to be scanned again because PBS.com will not become a bad site. On 
the other hand, a site that contains inappropriate content is cached locally and 
determined to be a bad site. The bad site does not need to be scanned again because 
the bad site will not become a good site. 

Massarani also teaches adding sites from external sources as called for in the 
claim (see applicant's arguments, page 1 1 , second full paragraph). The cited sections 
(col. 7, lines 21-30) show that in order to increase processing time, target content 
(content on the Internet that is trying to be obtained by the client) is cached locally and 
then scanned for the keywords once and only once. The information from an external 
network (Internet) is scanned, but is scanned from a local copy of a website to save 
processing time. 
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Regarding argument (b), examiner disagrees with applicant. Massarani 
describes a firewall in figure 1, reference number 126 (the proxy server). Proxy servers 
are well known in the art to be considered firewalls (column 4, lines 29-35). The 
purpose of the proxy server is to capture incoming/outgoing traffic and determine what 
to do with it based on rules (accept/decline, etc.). Also see column 1, lines 46-49, that 
says the blocking can be performed by a proxy or a firewall or any other device inserted 
between the user and the ultimate content source. 

Regarding argument (c), examiner disagrees with applicant. Based on the 
response by the examiner for arguments (a) and (b), the dependent claims stand as 
rejected. 

Conclusion 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Hoffman whose telephone number is 571- 
272-3863. The examiner can normally be reached on M-F 8:30 - 5:00, 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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